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Bhoj Reddy Engineering College for Women: Hyderabad  
Department of Information Technology 

Lesson plan of faculty member for the academic year 2016–17 
Class: III B Tech    Branch-Section: IT-B                          Semester: II 
Subject:   Information Security Management        Lectures per week: 4+1(Tutorial) 
 
Lecture 
Number 

Topics to be covered Date (s) 

UNIT-I: Information Security Management 
1  Introduction to Security Analyst 10 December 2016 
2  Information Security Overview 12 December 2016 
3  Tutorial(G1,G3,G2) Information Security Overview 12,13,17 December2016 
4  Threats and Attacks 13 December2016 
5  Types of Threats 14 December2016 
6  Types of Attacks 17 December 2016 
7  Common Vulnerabilities and Exposures 19 December 2016 
8  Tutorial(G1,G3,G2) Common Vulnerabilities and Exposures 19,20,24 December 2016 
9  Security Attacks 20 December 2016 
10  Fundamentals of Information Security 21 December 2016 
11  Computer Security Concerns 24 December 2016 
12  Information Security Measures 26 December 2016 
13  Tutorial(G1,G3,G2) Information Security Measures 26,27,31 December 2016 
14  NOS 9001 Managing your Work 27 December 2016 
15  NOS 9001 Meeting requirements 28 December 2016 
16  Practical Demonstration 31 December 2016 

UNIT-II: Fundamentals of Information Security 
17  Key elements of networks 02 January 2017 
18  Tutorial(G1,G3,G2) Key elements of networks 02,03,07 January 2017 
19  Logical elements of networks 03 January 2017 
20  Critical Information Characteristics  04 January 2017 
21  Introduction to Information States 07 January 2017 
22  Types of Information States 09 January 2017 
23  Tutorial(G1,G3) Types of Information States 09,10 January 2017 
24  NOS 9002 Working Environment 10 January 2017 
25  NOS 9002 Working with Colleagues  11 January 2017 
26  Practical Demonstration 16 January 2017 
27  Tutorial(G1,G3,G2) NOS 9002 16,17,21 January 2017 

UNIT-III: Data Leakage 
28  Introduction to Data Leakage 17 January 2017 
29  Data Leakage Statistics 18 January 2017 
30  Data Leakage Threats 21 January 2017 
31  Types of Data Leakages 23 January 2017 
32  Tutorial(G1,G3,G2) Data Leakage 23,24 January 2017 
33  Key performance Indicators  24 January 2017 
34  Demonstration on Key Performances 25 January 2017 
35  Types of Indicators 20 February 2017 
36  Tutorial(G1,G3,G2) Key Performances 20,21,25 February 2017 
37  Database Security 21 February 2017 
38  Demo on Database Security 22 February 2017 
39  Types of DB Security 25 February 2017 
40  Other Security issues 27 February 2017 

41  
Tutorial(G1,G3,G2) Database Security 27,28 February,4 March 

2017 
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42  Types of Data Leakage 28 February 2017 
43  Detection and prevention of Data Leakage 1 March 2017 
44  Demonstration on Data Leakage 4 March 2017 
45  Case study on Database Security 6 March 2017 
46  Tutorial(G1,G3,G2) Types of Data Leakage 6,7 March 2017 

UNIT-IV: Information Security Policies, Procedures and Audits 
47  Information Security Policies   7 March 2017 
48  Information Security Necessity 8 March 2017 
49  Tutorial(G1,G2) Information Security Policies 14,18 March 2017 
50  Information Security Key Elements 14 March 2017 
51  Information Security Characteristics 15 March 2017 
52  Information Security Procedures 18 March 2017 
53  Security Policies 20 March 2017 
54  Tutorial(G1,G3,G2) Information Security Audits 20,21,25 March 2017 
55  Security Standards 21 March 2017 
56  Security Guidelines 22 March 2017 
57  Security Frameworks 25 March 2017 

UNIT-V: Information Security Roles and Responsibilities  
58  Security Roles 27 March 2017 
59  Tutorial(G1,G3,G2) Security Roles 27,28 March, 1 April 2017 
60  Security Responsibilities 28 March 2017 
61  Security Accountability 1 April 2017 
62  Security Roles of ISM 3 April 2017 
63  Tutorial(G1,G2) Security Responsibilities 3,8 April 2017 
64  Security Responsibilities of ISM 5 April 2017 
65  Team Responding to Emergency situation  8 April 2017 
66  Risk Analysis Process 10 April 2017 
67  Tutorial(G1,G3) Risk Analysis 10,11 April 2017 
68  Revision 11 April 2017 
69  Important Topics 12 April 2017 

 
Text books: 
 

1. Management of Information Security by Michael E.Whitman and Herbert J.Matlord 
2. “Cryptography and Network Security (4th Edition) by (Author) William Stallings.” 

 
 
 
Name and signature of the faculty: Ms Sandeep Kumar K                             
               
Name and signature of Head of the Department: Mr Sandeep Kumar K                            


