Bhoj Reddy Engineering College for Women
Department of Computer Science and Engineering

Lesson Plan of faculty member for the academic year 2015 – 16
Name of the faculty & Department: 
G. Sudhakar Raju & CSE

Subject : Information Security Management                                         
Class       : III B.Tech.                  Branch & Section            :  CSE -A                                                              Semester : II

No. of lectures per week :  04
	Lecture Number.
	Date(s)
	Topics to be covered

	
	Unit - I
	Information Security Management 

	1
	07/12/15
	Overview of the syllabus

	2
	08/12/15
	Information Security Overview

	3
	10/12/15
	Threats and Attack Vectors , Types of Threats

	4
	12/12/15
	Types of Attacks

	5
	14/12/15
	Common Vulnerabilities and Exposures (CVE)

	6
	15/12/15
	Security Attacks

	7
	17/12/15
	Fundamentals of Information Security

	8
	19/12/15
	Computer Security Concerns

	9
	21/12/15
	Information Security Measures 

	10
	22/12/15
	NOS 9001

	11
	28/12/15
	NOS 9001

	
	Unit - II
	Fundamentals of Information Security

	12
	29/12/15
	Key Elements of Networks

	13
	31/12/15
	Logical Elements of Network

	14
	02/01/16
	Critical Information Characteristics

	15
	04/01/16
	Information States

	16
	05/01/16
	Information States

	17
	07/01/16
	NOS 9002

	18
	09/01/16
	NOS 9002

	
	Unit - III
	Data Leakage

	19
	11/01/16
	Introduction to Data Leakage 

	20
	12/01/16
	Data Leakage statistics

	21
	18/01/16
	Data Leakage Threats

	22
	19/01/16
	Data Leakage Threats

	23
	21/01/16
	Reducing the Risk of Data Loss

	24
	23/01/16
	Reducing the Risk of Data Loss

	25
	25/01/16
	Revision of UNIT – I

	26
	28/01/16
	Revision of UNIT – II

	27
	30/01/16
	Revision of UNIT – III

	SEMISTER BREAK DUE TO I-MID EXAMS AND SUPPLYMENTARY EXAMS

(From 01/02/16 To 20/02/16)

	28
	22/02/16
	Key Performance Indicators (KPI)

	29
	23/02/16
	Key Performance Indicators (KPI)

	30
	25/02/16
	Database Security

	31
	27/02/16
	Database Security

	32
	29/02/16
	Security issues with other things

	
	Unit - IV
	Information Security Policies, Procedures and Audits

	33
	01/03/16
	Information Security Policies

	34
	03/03/16
	Information Security Necessity

	35
	05/03/16
	Information Security Key Elements

	36
	08/03/16
	Information Security Characteristics

	37
	10/03/16
	Security Policy Implementation

	38
	12/03/16
	Configuration

	39
	14/03/16
	Security Standards

	40
	15/03/16
	Security Guidelines 

	41
	17/03/16
	Security Frameworks

	42
	19/03/16
	Security Frameworks

	
	Unit - V
	Information Security Management – Roles and Responsibilities

	43
	21/03/16
	Security Roles 

	44
	22/03/16
	Security Responsibilities

	45
	24/03/16
	Security Accountability

	46
	26/03/16
	Security Roles  of Information Security Management

	47
	28/03/16
	Security Roles  of Information Security Management

	48
	29/03/16
	Security Responsibilities of Information Security Management

	49
	31/03/16
	Security Responsibilities of Information Security Management

	50
	02/04/16
	Team/responding to emergency situation

	51
	04/04/16
	Risk analysis process

	52
	07/04/16
	Risk analysis process

	53
	11/04/16
	Revision of UNIT – III

	54
	12/04/16
	Revision of UNIT – IV

	55
	16/04/16
	Revision of UNIT – V


TEXT BOOK(S):

1. Management of Information Security by Michael E.Whitman and Herbert J.Mattord.

References:-
1.  http://www.iso.org/iso/home/standards/management-standards/iso27001.htm

2.  http://csrc.nist.gov/publications/nistpubs/800-55-Rev1/SP800-55-rev1.pdf
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